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DiSL at a glance

About

Data in Science Laboratory has been formed in collaboration with the
Computer Department of Imam Khomeini International University
(IKIU) and the Iranian Light Source Facility (ILSF) under supervision of
Dr. Ali Khaleghi. During its activity since 2017, DiSL members have
been working on Machine Learning and Big Data tools application for
analysis of the Synchrotron experiments' data. Recently, we have been
working on development of new ideas based on blockchain technology
in different aspects of Education, Healthcare and Tourism. Among
them are the GEST project which is discussed through this white
paper.

Collaboration with us

If you are interested on our blockchain topics or you are working on
experiments that produce a notable amount of data that you need to
process or you are looking forward to predict the results based on
historical data and collection of labeled observations we can
collaborate on common research projects and joint publication. You
can contact us to hold online sessions and discuss more on the topic
by mailing us at collaboration@disl.ir
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Introduction

The primary notion of gamification is not new, but the word was first entered to the English lexicon in
the 21st century. Nick Pelling a British computer programmer and designer coined the word back in
2002. It first gained attention in 2009 after Foursquare Labs Inc. used it and has been around ever
since. So, what is Gamification?

As for the lexical definition of the word, you can refer to Merriam Webster wher e it 6s writ
of adding games or game | i ke el ements to somethir
But do you tihnicenlku siitvoes daenf iadilti on? | f you donot, s

that already exists i For example, a website, enterprise software or an online group- and combine
game features into it in order to motivate engagement, involvement and commitment. Gamification
takes the data-directed methods that game makers use to make players involved in a game, and utilizes
them to non-game cases to motivate activities that improve your business. In other words, development
of game elements in a non-game environment is called gamification.

Gamification Use Cases

Gamification has been appliedto al mos't every aspect of i f e, S0
examples:

1 Marketing
Gamification has been applied to marketing. For instance, Starbucks decided to use
Foursquare custom pins in order to distinguish the customers that use one branch most of the
times and offer discounts to them.

1 Health
Health is another aspect of life that has been associated with Gamification. An illustration
of this is AMyFitnessPalodo application on App
was named as the app that used the most gamification elements in 2014 on App Store.

1 Politics
Gamification has also been used in Politics. For example, The Chinese government has
declared that in 2020 it will start to use gamification to rank Chinese citizens by applying a Social
Credit System that lets citizens earn scores which represent honesty.

Brief review of Education Systems

Although we may hear the education system expression generally and normally used in news media
and routine speech, it may be hard to decide what it might be exactly referring to when it is used without
description, particular examples, and extra clarification. In general, the education system refers to
public schooling, not private schooling and it includes the time span of preschool through high school.
The smallest type of education system is school or school districts. In simple terms and education
system contains everything that happens in educating public school students at the federal, state or
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community levels. Similarly, to teaching as a career, education systems are totally complicated and
mul til ater al in their e S s e natranic ex&mples of exducaétisn systemst h r
throughout the world.

Learning management system (LMS)

The first LMS was developed in 1924 when Sidney Pressey invented the first ‘teaching machine'.
Through years of trial and effort it had been developed and in the late 1990s with the world-wide
expansion of the Internet, it became what we know today as LMS. It is a software application for the
management, confirmation, monitoring, reporting and sending educational courses, teaching and
learning programs.

Udemy
Udemy, a combination of you + academy.f ounder , Eren Bali, | aunched i
of Youo. It is an online | earning platform whic

authorizes its tutors to create their intended online courses. As of 2019, Udemy has over 30 million
students, 50,000 instructors and is available in more than 60 languages. Since the majority of its
students take vocational and job-related skill courses, in some of them you can receive a technical
certification which is an identification of the course you have passed successfully.

Teachable Inc.

In 2014, Teachable was founded by Ankur Nagpal and Conrad Wadowski in New York and has been
referred to as a fAsoftware that ¢ h a nlegseudconventmnalma r
teachers to legalize their business. Teachable is a software platform to create and sell online courses.

Its users are free to create their own individual label for their school, send videos, chat with their
students and collect tuition fees.

Gamification in Education System

Education and training are areas where there has been interest in gamification. Gamifying the learning
process is an educational method to make students learn by using video game design and game factors
in learning environments. The objective is to magnify pleasure and involvement by making students
interested and inspired to carry on with learning. In the case of an educational environment, being
present in the class, concentrating on meaningful learning tasks, and doing assignments could be
referred to as examples of gamification influence on students. Gamification in learning is different from
game-based learning. It does not ask students to design and create their own games, instead it includes
a learning plan within the game itself. An example of Gamification in the educational environment is
Gbanga Zooh that was launched in August 2009 and is inspired by Zurich Zoo. It is an educational
location-based game that asks its players to save animals that are in danger and bring them back to
the zoo physically. Players were kept as figurative habitats across the Canton of Zurich to gather
animals which were in danger. Through these kinds of games, students learn how to be independent
and competent and learn what they should expect from such environments. Providing these same
opportunities in the classroom environment is a way to value a student's reality and the effects of this
reality on who they are as learners.
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Blockchain and Cryptocurrencies

When it comes to blockchain most of us first think of Bitcoin, but there is much more to the blockchain
technology than just a cryptocurrency. Although, only the crypto aspect of this can make an extra-
ordinary change in the way we live now. This can change our financial activities, trading behavior,
contracts and agreements and so on. Here we first review three use cases of the blockchain that has
been already put into practice in some extent then we have a look at different cryptocurrencies and
blockchain networks and their consensus mechanisms which we then will discuss how it had brought
the idea of gamifying education system.

Blockchain in Supply Chain [1]

Blockchain as a technology in logistics and supply chain is in its developing phase. Even now, it is
mostly in the form of tests and pilot projects in many private and public companies, industrial
associations, followed by or in collaboration with blockchain labs at almost all prestigious universities
in the world. On a macro level distributed ledger technology and its uses in supply chain gained
considerable attention. Governments in leading countries such as USA, Russia and China are now
running and developing their own blockchain projects in this aspect.

There are two main characteristics of blockchain technology that are important for its implementation
and meaningful use in logistics and supply chains/supply networks:

A secure, verified, trustable exchange of inform
accessible to all members of supply network or to anyone else (depending on the type of blockchain),

A possibility of automatic verification and exec
are met through smart-contractsd applications that are living on blockchain.

Based on these main features of blockchain, implementation areas for its use in logistics and supply
chain are being developing in various directions. Some of the most important current implementation
areas of blockchain in logistics and supply chain are (Fig. 1) tracking product origin as well as tracking
product flow through supply network, demand forecasting, decreasing of counterfeit and fraud risk,
open access to information in supply chain, reducing the negative impact on the environment and
transaction automatization through smart contracts. In many cases, implementation areas of blockchain
are combined in supply chain management, and blockchain is simultaneously used for example for
tracking product origin and flow, but also for decreasing fraud risk and more accurate demand
forecasting.

To conclude, Blockchain as a technology is not going to replace existing supply chain technologies, but
its characteristics of a secure information storage and exchange, as well as automatization of
transaction, could assure its place as an important support and upgrade in supply networks. Regardless
of its weaknesses and threats, Blockchain significantly changes information and financial flows that are
support to material flows, and thus enables optimization of material flows itself (through cost decreasing
and customer satisfaction increasing) as well as raise of exchange based on improved trust in supply
chain.
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Figure 1 Characteristics and implementation areas of blockchain in logistics and supply chain [1]

Blockchain in Healthcare Data Management [2]

The rationale for the use of blockchain technology in healthcare is the fact that maintenance of a typical
healthcare information system involves various operations including but not limited to performing
backup storage services, having recovery mechanisms in place, and ensuring up-to-date fields [3]. In
a blockchain, data are distributed across the network, and there is no single point of failure leading to
an inherent backup mechanism. Also, a single version of data is copied on every node of the blockchain.
This reduces the volume of transactions that occur between information systems, thus reducing the
burden on the healthcare ecosystem.

With the progress in electronic health-related data gathering, cloud healthcare data storage and patient
data privacy protection regulations, new opportunities are opening for daily health data management,
as well as for convenience for patients to access and share their own health data.

Some of the general usage of blockchain in this field are as follows:

9 Blockchain for Electronic Medical Record (EMR) Data Management
1 Blockchain and Healthcare Data Protection
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1 Blockchain for Personal Health Record (PHR) Data Management
9 Blockchain for Point-of-Care Genomics
1 Blockchain for EHR Data Management

Blockchain in Education [3]

Nowadays, some universities and institutes have applied blockchain technology into education, and
most of them use it to support academic degree management and summative evaluation for learning
outcome. Blockchain technology can formulate the whole transcript. In the formal learning context, this
includes | earning contents and outcomes as wel |l &
Subsequently, in the informal learning context, information about research experience, skills, online
learning experience as well as individual interests are included. The University of Nicosia is the first
school which wuses Dblockchain technol wedyfromt MOOGa n a
platforms. Sony Global Education also used the blockchain technology to create a global assessment
platform to provide services for storing and managing degree information. Additionally, Massachusetts
Institute of Technology (MIT) and the Learning Machine company cooperated to design a digital badge
for online learning based on blockchain technology. Students who have attended the projects of MIT
Media Lab and passed the assessment will receive a certification which will be stored on a blockchain

network. Whatos mor e, Hol berton School i's the fi
degrees and has claimed that they would share this information from 2017. The blockchain ledger can
match all kinds of educational information withthe wuser 6s uni que | D. 't in

class, micro academic project experience, and macro educational background, etc. Moreover,
blockchain technology contributes to reducing degree fraud.

Certificates

Research

Identification Experience

BIocI_<chain

in
Education

Digital Assessment
Badges Platform

Figure 2 Blockchain Use in Education
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Bitcoin, how it works?

According to the Bitcoin.org website, Bitcoin is a &
new way of digital payment that relies on the block
chain technology and its peer-to-peer network to

enable sending digital assets in a secure
decentralized manner, protecting the user's TTv]
privacy. To send or receive money the user just N

simply needs to install a bitcoin wallet on his pc or I\

mobile phone and share the generated bitcoin

address like sending or receiving emails. Bitcoin !

network entirely relies on a blockchain which is a [ 01010101 [~ 101010101 [~ 101010101

shared public ledger where all confirmed . =
transactions are stored. It allows Bitcoin wallets 101010101 |~— I/
to calculate their spendable balance so that new ] ]
transactions can be verified thereby ensuring
they're actually owned by the spender. The ,
integrity and the chronological order of the block Hi
chain are enforced with cryptography. A

transaction is defined as transfer of value between Bitcoin wallets that gets included in the block chain.
Bitcoin wallets keep a secret piece of data called a private key or seed, which is used to sign
transactions, providing a mathematical proof that they have come from the owner of the wallet. The
signature also prevents the transaction from being altered by anybody once it has been issued. All
transactions are broadcast to the network and usually begin to be confirmed within 10-20 minutes,
through a process called mining. Mining is a distributed consensus system that is used to confirm
pending transactions by including them in the block chain. It enforces a chronological order in the block
chain, protects the neutrality of the network, and allows different computers to agree on the state of the
system. To be confirmed, transactions must be packed in a block that fits very strict cryptographic rules
that will be verified by the network. These rules prevent previous blocks from being modified because
doing so would invalidate all the subsequent blocks. Mining also creates the equivalent of a competitive
lottery that prevents any individual from easily adding new blocks consecutively to the block chain. In
this way, no group or individuals can control what is included in the block chain or replace parts of the
block chain to roll back their own spends.

Stellar Network

As found on the stellar.org website, Stellar is an open-source network for currencies and payments.
Stellar makes it possible to create, send and trade digital representations of all forms of moneyd dollars,
pesos, bitcoin, pretty mucltwoadytdérsi Mfg.nalntcd aldesisgr
on a single network.

Stellar has no owner; if anything,i t 6s owned by the public. The sof
open network and handles millions of transactions each day. Like Bitcoin and Ethereum, Stellar relies

on blockchain to keep the network in sync, but the end-user experience is more like cashd Stellar is
much faster, cheaper, and more energy-efficient than typical blockchain-based systems.

A unique algorithm, called the Stellar Consensus Protocol (SCP), keeps everything in sync. There are
many ways to get agreement across a decentralized systemd Bitcoin's visionary proof-of-work method

was the first and is still the most famous. But, like many first drafts, proof-of-work left room for
improvement. SCP strives to be better by being configurable, fast, and highly energy efficient.
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Consensus Mechanism in Cryptocurrencies

A consensus mechanism is a fault-tolerant protocol which is used in computer and blockchain systems
to make sure that everything in a multi-agent system like cryptocurrency is synchronized and there is
no contradiction between a single data or a sing
as suburbanized, automatic systems on a worldwide extent with no sole power. These general
blockchains include hundreds of thousands of members who are co-operating on the confirmation and
affirmation of the agreements happening in the blockchain and block mining activities. In such active
and powerful environment, the archives that have been distributed openly to the public require
systematic, beneficent, real-time, practical and safe mechanism to guarantee that everything
happening is authentic and all the members are agree on the consensus of the state of the archives
and this has been made possible through consensus mechanism which is a set of orders that is decided
on by the co-operations of the members in a blockchain. Let me bring you an example to clarify the
meaning: In a focused system like a databank which keeps important details about driving licenses in
a country, there is a main executive who is in charge of updating the genuine records like adding or
deleting something or even updating the names of people who have been qualified for a new type of
license. There are different types of consensus mechanism formulas which process on different
assumptions:

1. The Proof of Work (POW): It is the most favored cryptocurrency amongst networks like Bitcoin &
Litecoin. It demands members of a blockchain to confirm that what they have presented in the
system, enables them to get the right to add new agreements to the blockchain, but it requires a lot of
energy and is time-consuming.

2. The Proof of Stake (POS): It is another type of consensus mechanism which needs less energy,
cost and time compared to POW. In this method, deciding on who should be chosen as the person is
in charge of everything and public ledger is done by virtual currency tokens held by

the person.

3. Proof of Capacity (POC): Here in POC, sharing the memory space is allowed and whichever node
that has more space or memory on hard disk, is more eligible to stay as the public ledger.

Proof of Work in Bitcoin

Proof of Work, or PoW, is the initial method in a Blockchain network. PoW is used to confirm
agreements and creates new blocks for the chain. Through this, miners are engaged in a competition
to complete their own agreement and win prizes for it. Members of a blockchain might send one another
digital tokens and a suburbanized ledger collects all agreements into one block. While doing this beware
of the agreements and arrange blocks. This process is called mining and people responsible for it are
called miners. Key principles to do this process are a complex mathematical puzzle and an easy
solution to solve it. Mathematical issue demands previous knowledge of computational power and the

answer to the PoW problem is called Ahasho. As t
troubles so it needs more hash power so it makes the whole thing a sensitive issue. The problem
shoul dnét be complicated and if 1t is complicate:

its execution might be some kind of miracle. Since all the nods cannot analyze the validity of
calculations, the solution should be simply checked, and it calls in question transparency of Blockchain
which is one of its most key qualities. It takes only ten minutes to form a new block and once a miner
solves a problem, a new block is formed and the extent in which a problem or better say a puzzle id
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complicated, depends on ongoing power, number of clients and network load. PoW was founded by
Bitcoin and through full power of network, PoW entitles changing in complication of a puzzle and has

been used in bitcoin-based cryptocurrencies like Litecoin. Considering that POW applies restriction in

the network and it takes a | ot of ti me, cost and
safe to say thati t 6 s-att&rk®r oof al gor i t hm. Here in PoOoW it do
own, what matters the most is the ability of solving calculations and form new blocks so people who

are in charge of making decisions are not necessarily rich people. So far, we have talked about the
advantages of PoWw, but does that mean it does n
given that it requires an exclusive computer hardware to do the whole process of mining and forming

new blocks, we should mention that you need to spent a ton of money on the whole thing. Another
example is that you put a | ot of energy on cal cul
they are not plausible anywhere else. They cannot be used in business, science or anyplace other than
Blockchain. PoW is a DoS-attack-pr oof al gori thm, yes. Thatos right
with another kind of attack. When a person or a group of people are in charge of majority of mining
power, it could be possible for them to attack other half by controlling most events in a network like
inversion of agreements.

Stellar Consensus Mechanism

SCP is a fundamental consensus type of the Stellar Network that works as a testable construction of
Federated Byzantine Agreement (FBA). Stella Network is similar to other fault-tolerant networks in
cryptocurrency with some distinguished differences. At advanced levels, SCP manages each position
separately which is similar to what Paxos does. There are no blocked conditions on SCP with quorum
intersection. A quorum is a group of nods that demand an agreement in a shared system. Malicious
nods which cannot weaken the consensus, can be avoided if the good nods approve statements without
the contribution of malicious ones. It is defined as the performance of FBA which is designed to reduce
the occurrence of blocked contracts and equalize them through ballot protocol. It includes of two main
sub-protocols: The Nomination Protocol and Ballot Protocol.

1. The Nomination Protocol: For each consensus position, the Nomination Protocol makes candidate
val ues. Finally, every node can cause convergenc
when it happens so it gives the mischievous nodes to be able to reboot the nomination process.

2. The Ballot Protocol: It happens once the nodes have agreed on the convergence of the Nomination
Protocol. In this protocol, a ballot is attached to the candidate value and the node must carry out or
suspend the attached value. On the one hand, in order to escape contract blocking, nodes can suspend
defined votes and go on to another and on the other hand, nodes can vote to execute a ballot that
manifests the value which is connected to the ballot.

SCP has its own limitations, under only one condition, SCP can ensure your safety and it is when nods
choose enough quorum slices. Quorum slices is defined as subgroup of quorum that are able to
persuade specific nods to agree to an agreement. Besides, safety problems are common in such
federated systems. For Example, universally trusted nods might enforce others for unethical benefits.
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GEST

GEST is a gamified educational system that adopts Blockchain concepts such as proof of work (PoW),
mining and the gamification concepts to create an engaging environment for students to complete
course work, assignments and tasks. The students get rewarded based on their activities on GEST
platform by receiving some amount of coin to their wallets. Furthermore, the modular design of GEST
will enable other creative teams to create custom games, websites, etc. using our APIs based on their
needs. GEST will use currently existing platforms such as the Stellar Network for creation of assets
and the rest of the operations would be done in an off-chain manner.

We are considering the creation of a modular system that can be used via different platforms such as
web applications, mobile apps and games. For the Blockchain part of the project first we have test run
Multichain platform as a first step then the idea evolved to use another open source Blockchain network
that already exists which should be a public and permission less Blockchain. The publicity makes the
transactions viewable by everyone and provides required transparency. The permission less chain
allows us to create our own Token (asset) on the network.

To choose a suitable Blockchain network we considered various features such as transaction time,
hardware requirement, programming interfaces and API facilities etc. results show that transactions in
Stellar network are done in matter of some 5 seconds (which is 10 minutes in Bitcoin like networks), it
also provides easy to use APIs for asset creation and management that makes it a good candidate for
our project.

Ripple Stellar Bitcoin
Scalability R Highly scalable R Highly scalable T Difficult Scaling
Transaction Cost R Very low R Very low T Very High
Transaction Speed R Very Fast R Very Fast T Slow
Use Case R Financial Insinuation | R Financial Insinuation | R Store of Value
Philanthropy T Serve Shareholders | R End Global Poverty | R Financial Freedom
Entity type R Non-Profit R Non-Profit
Corporate version T Centralized Control | R Distributed Control R Distributed Control

GEST Overview

To overview the high-level design of the system we could say there are three main parts to this project
where the first is the underlying blockchain platform used to store rewards as defined assets, then the
second is the Learning Management System which acts as an interface for users to use the system.
The last but not the least is the APl and Plugins part which is definitely the most important part. Given
a modular design for the system one can use the underlying blockchain network to create his own
customized applications, websites and games that connect to the LMS through these APIs for the use
in the class's educational activities. For instance, one can create a mobile application for teaching
students how to create flowcharts that also includes gamification elements for more engagement and
it can use defined assets on the blockchain for the applications rewarding system.
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Figure 3 shows the mentioned parts in the GEST design in more details. There are three main actors
the students, assistants and teachers. Every user can register and login to the LMS, upon registration
an APl is called to create a wallet for the user over the blockchain network and return its address.
Then the users can create or enroll in courses, define assignments as teacher and grant assistant
access to their course for other users. The transaction, wallet creation etc. are all done using defined
APIls. Beside the LMS other games, mobile and web applications can also be created that use these
APIs to integrate with this system.

Authentication PI’OCGSS}

LMS

Fill in sign up form

Gg:' Create User ProfileJ—bﬁ:% Call GetAddress APIJ

is the Visitor new User ?

GEST

API

o ¢ Update User Profile's Wallet
Address Field

h 4

[Run get address command]

Blockchain

(4 ' ]
Create New Wallet

Figure 4 User Auth. Process
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As shown in figure 4, new users registration process consists of three main steps, first user fills in the
signup form then the profile is created, an API request is sent to get a blockchain wallet address then
the user's profile is updated with the returned hash address which will be used for transactions through
the LMS.
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Figure 5 course managment process
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Figure 5 shows the process for creation and management of a course. There are eight main actions
depending on the role of the user. If a user is a teacher the actions are the create, teach (online or
offline), grant TA access, confirm enrollment. And for students there are two main actions: enrollment
and submitting assignments. Students with TA access can take update and correct actions on
assignments.

GEST LMS In Pictures

The following are the screenshots of the implemented LMS that can help you to have a visual demo
before installation.

Figure 6 User Dashboard View

In this view a user can see their registered courses, new opening courses, their teaching classes.
Admins here can also find the link to user management page, course management and site settings
(Basic information).
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